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ness, and availability of process data due to the interconnection with ICT. Examples
are stealthy false data injection attack (FDIAs). This paper pursues a holistic approach
to describe the quality of process data, which brings together aspects like integrity,
correctness, and availability in multivariate trust values. The arising research question
this paper deals with is, how multivariate trust in physical measurements in a CPES
can be modelled, estimated, and integrated into situational awareness. A proposed
framework implements a context-sensitive and multivariate trust model as well

as a trust sensitive state estimation. While these two artefacts are already published,
the focus of this paper is on the implementation of the framework and the fulfilment
of the requirements for timeliness, interoperability, flexibility, and scalability. It is evalu-
ated in three different scenarios with CIGRE and IEEE benchmark grids.
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Introduction

Modern power systems are characterised by a significantly higher integration of Infor-
mation and communication technology(ICT) compared to traditional power systems.
Therefore, they are referred to cyber-physical energy system (CPESs). ICT enables mon-
itoring and control of CPES with a high amount of decentralised power generation (Pan-
teli 2013). However, it increases the system complexity and interdependencies (Panteli
2013). Additionally, it results in increased threats by software malfunctions and cyber-
attacks (Pillitteri Victoria and Brewer 2014). Common processes to deal with software
malfunctions from other domains, however, are not applicable in CPESs. This is because
the common processes typically shut down, reconfigure, and restart the systems, which
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Fig. 1 Exemplary threats for CPESs and especially for state estimation

is not applicable for CPES, which are meant to guarantee power supply at all times (Pil-
litteri Victoria and Brewer 2014).

A fundamental service for monitoring and controlling CPESs is the state estimation.
The task of the state estimation is to estimate the physical values in a CPES required
to describe the physical system in total (Abur and Exposito 2004). These values are the
complex voltages at all buses and their estimation is based on redundant measurements
and the physical system model. Since it is considered that single measurements might be
wrong, typically, a bad data detection is implemented to detect, identify, and eliminate
such redundant and randomly distributed bad measurements (Abur and Exposito 2004).

Examples for threats for CPESs and, especially, state estimation from literature are
shown in Fig. 1'. It can be distinguished between threats from attacks, natural phenom-
ena, and malfunctions. The effects, depicted right in Fig. 1, can be categorised into losses
of assets or communication, respectively, communication delays, and compromised pro-
cess data.

In the context of this work, a loss of an asset means a loss of an operational technol-
ogy (OT) device. This can happen due to a physical attack on that device (Xing 2020),
an overload of the device (Xing 2020), or a software malfunction (Kornecki et al.

! Fig. 1 does not claim to be complete.
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2013). Additional potential causes for an asset loss are natural phenomena like, for
example, temperature fluctuations or extreme weather events (Xing 2020; Humayed
etal. 2017).

A loss of communication is defined as a situation, in which process data can not
communicated from OT to the control room or vise versa. Attacks such as denial of
service (Xing 2020; Humayed et al. 2017; Goel and Hong 2015; Wang and Shi 2018;
Cai et al. 2019; De Figueiredo et al. 2019; Mahmoud et al. 2019; Alabadi and Albayrak
2020; Ferrag et al. 2020; Gunduz and Das 2020; Karimipour et al. 2020) or wormhole
are potential reasons for compromised process data.

Besides losses of communication, the transmission of process data can have a sig-
nificantly higher delay as normal, which can cause severe problems in time-critical
applications. Such a delay of communication can be caused by a denial of service or
man in the middle attacks (De Figueiredo et al. 2019; Alabadi and Albayrak 2020; Fer-
rag et al. 2020; Gunduz and Das 2020). Other potential reasons are not targeted mal-
ware (Humayed et al. 2017) and an overload of the OT device (Xing 2020).

The last effect depicted in Fig. 1 are compromised process data, e.g., compromised
measurements. Besides software malfunctions, attacks are the main reasons for com-
promised process data. Such attacks can manipulate topological data (Xing 2020;
Cai et al. 2019; Ferrag et al. 2020; Gunduz and Das 2020; Dehghanpour et al. 2019),
feed replayed data into the ICT system (Goel and Hong 2015; Wang and Shi 2018; De
Figueiredo et al. 2019; Mahmoud et al. 2019; Alabadi and Albayrak 2020; Gunduz and
Das 2020; Karimipour et al. 2020), or inject false measurements, known as false data
injection attack (FDIA) (Liu et al. 2011).

Coordinated cyberattacks are a special threat to CPESs (Pillitteri Victoria and
Brewer 2014). Liu et al. (2011) have shown that attackers performing a coordinated
EDIA can influence the estimated system state without being detectable by state-of-
the-art bad data detection schemes. Potential goals can be harmful control actions by
the system operator or hiding harmful manipulations.

There exist solutions for FIDIAs in the literature [e.g., (Cui et al. 2012; Mo and Sin-
opoli 2015; Xiong and Ning 2015)]. However, they typically are not applicable to other
potential threats. Most of the solutions require a measurement redundancy, which is
not given in all power systems, especially in distribution systems. But complexity is also
increasing in those systems and, with that, also the need for a state estimation (Huang
et al. 2012). In such systems without sufficient measurement redundancy, compromised
measurements need to substituted with pseudo measurements (e.g., simulated).

In conclusion, traditional bad data detection is not sufficient to detect coordinated
attacks in all possible constellations. Additionally, securing all process data, e.g., with
cryptography, would also not be sufficient because it would only increase integrity.
However, cyber-security is only one aspect of a reliable and trustworthy situational
awareness as shown in Fig. 1. Compared to traditional power systems, the following
hypotheses can be stated for CPESs:

+ The risk of a decreased integrity of process data is higher.
+ The possibility is higher that failures in an up-stream system have influenced the
correctness or accuracy of process data.
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+ The threat is higher that attackers or malfunctions in up-stream systems have
decreased the availability of process data.

Facing these challenges, which cannot be categorised into a single threat category like,
e.g., cyber-security or functional correctness, a more holistic term (compared to, e.g.,
integrity) is required to describe the quality of process data. In this work, the term trust
is used for this, which is defined as follows for the scope of this work:

Definition 1 (Trust) “Trust is a subjective, context-dependent, and multivariate sense
about an entity with respect to its functional correctness, safety, security, reliability,
credibility, and usability” (Brand et al. 2020).

Accordingly, a research question arises, how the multivariate trust in physical meas-
urements in a CPES can be modelled, estimated, and integrated into situational aware-
ness. Single artefacts of a solution have been published in the last years:

+ a model of multivariate trust and its assessment, called trust in power system net-
work assessment (PSNA-Trust) (Brand et al. 2019, 2020) and
« amodel to estimate the multivariate trust in state variables based on the multivariate

trust in measurements (Brand et al. 2021).

The solution combining these artefacts has been implemented in a flexible framework,
called anomaly sensitive state estimation with streaming systems (ASSESS), with the
goal of fulfilling certain requirements to enable a practical use:

+ Timeliness: In a complex system with increasing dynamics, situational awareness
should be provided as soon as possible.

+ Interoperability: ASSESS should be interoperable with existing control room envi-
ronments and processes.

+ Flexibility and scalability: ASSESS should be flexible and scalable to deal with differ-
ent power grids, environments, and trust goals.

The feasibility of ASSESS has already been demonstrated” (Brand et al. 2021). This paper
focuses on details of the implementation and an evaluation with respect to the afore-
mentioned requirements.

The concrete contributions of this paper are

+ details of an implementation focusing on timeliness, interoperability, flexibility, and
scalability, and
+ an evaluation considering different power grids and a FDIA each.

The remainder of this paper is structured as follows. Preliminary works regarding a
model of multivariate trust and its assessment as well as a model to estimate the mul-
tivariate trust in state variables based on the multivariate trust in measurements are

2 Video of the demonstration: https://youtu.be/3hwi49sfllQ
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presented in section Background. In section Implementation, aspects of the implemen-
tation of ASSESS are described with the goal to fulfil the requirements. The fulfilment is
then evaluated in section Evaluation. Section Conclusion concludes the paper and pro-
vides a brief overview of future work.

Background

As background information for this work, this section provides a summary of already
published work towards answering the research question, how the multivariate trust in
physical measurements in a CPES can be modelled, estimated, and integrated into situ-
ational awareness. Subsection Context-Sensitive and Multivariate Trust Model describes
a model of multivariate trust and its assessment, called PSNA-Trust, already published
in (Brand et al. 2019, 2020). A model to estimate the multivariate trust in state varia-
bles based on the multivariate trust in measurements, already published in Brand et al.
(2021), is summarised in subsection Trust-Sensitive State Estimation.

Context-sensitive and multivariate trust model
The term trust is interpreted very differently in literature or, in some cases, not defined
at all. The related work can be classified in univariate (e.g., (Liu and Li 2018; Ma and Xu
2020; Mustafa et al. 2020; Xie et al. 2019) and multivariate trust models (e.g., (Anders
et al. 2011; Rosinger et al. 2013, 2014; Rosinger and Beer 2015)), respectively.
Multivariate trust models rely in most cases on the research about trust in organic
computing (OC-Trust) (Steghofer 2010). In OC-Trust, trust is understood as “a multi-
faceted concept that incorporates all constituting entities and users of a system and thus
enables cooperation in systems of distributed entities. It allows the entities to gauge the
confidence they place in their interaction partners in a given context and evolves with
the experiences of the entities over time” (Steghofer 2010). OC-Trust consists of six fac-
ets, defined in Definitions 2-7.

Definition 2 (Functional Correctness) “The quality of a system to adhere to its func-
tional specification under the condition that no unexpected disturbances occur in the
system’s environment” (Steghofer 2010).

Definition 3 (Safety) “The quality of a system to be free of the possibility to enter a
state or to create an output that may impose harm to its users, the system itself or parts
of it, or to its environment” (Steghéfer 2010).

Definition 4 (Security) “The absence of possibilities to defect the system in ways that
disclose private information, change or delete data without authorization, or to unlaw-
fully assume the authority to act on behalf of others in the system” (Steghéfer 2010).

Definition 5 (Reliability) “The quality of a system to remain available even under dis-
turbances or partial failure for a specified period of time as measured quantitatively by
means of guaranteed availability, mean-time between failures, or stochastically defined
performance guarantees” (Steghofer 2010).
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Fig. 2 The trust assessment pyramid (Brand et al. 2020)

Definition 6 (Credibility) “The belief in the ability and willingness of a cooperation
partner to participate in an interaction in a desirable manner. Also, the ability of a sys-
tem to communicate with a user consistently and transparently” (Steghofer 2010).

Definition 7 (Usability) “The quality of a system to provide an interface to the user
that can be used efficiently, effectively and satisfactorily that in particular incorporates
consideration of user control, transparency and privacy” (Steghofer 2010).

However, all found research deal with trust in a multi agent system with other con-
strains as in a CPES with a central control room. Hence, trust in related work is based
on experience of an agent with other agents. This differs for scenarios with a central
control room and the task to assess the trustworthiness of components in the field and
process data from those components, as focused in this work. In such an environment,
most devices are under control of the system operator and, therefore, can be regarded
as intended to be trustworthy. Nevertheless, malfunctions, cyberattacks, and other
incidents can reduce their trustworthiness. For such events, a trust assessment solely
based on experience is not sufficient. Therefore, it is proposed to integrate, among other
things, live information from monitoring systems like intrusion detection systems (IDSs)
or ICT health monitoring systems.

Figure 2 shows the so-called trust assessment pyramid, with with PSNA-Trust can be
described (Brand et al. 2020). On the bottom are objects of investigation, i.e., the entities,
which trustworthiness shall be assessed. Examples are remote terminal units (RTUs) or
measurements as derived objects of investigation. Derived objects of investigation are
entities, which trustworthiness can not directly be assessed by, for example, live moni-
toring, but can be derived from other objects of investigation (Brand et al. 2020).

tey = (y,p)withy e "'and p € [0, 1] (1)
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The trust in objects of investigation is based on trust inputs, which can be very heteroge-
neous ranging from static information to experience to live information from monitor-
ing systems. A trust estimator y from a set of all trust estimators I' uses transformation
functions to map the information from trust sources to a trust probability p € [0, 1] for
an entity e (Brand et al. 2021). The combination of a trust estimator y and its estimated
trust probability p is called a simple trust value Eq. (1). Simple trust values are then
mapped to one or more trust facets fEq. (2) and a multifaceted trust value is a tuple con-
sisting of the facets functional correctness fc, safety saf, security sec, reliability r, credibil-
ity ¢, and usability # Eq. (3) (Brand et al. 2021).

Trust-sensitive state estimation

There exist many counter measures against threats, especially against FIDIAs, in lit-
erature. However, only a few integrate additional information, like trust, into a state
estimation.

One related work ist from Liu et al. Liu et al. (2015). They integrate information
from an IDS in a state estimation by mapping all alerts on the respective RTUs and
summing them up with respect to their alarm priority. A derived network impact fac-
tor matrix is then integrated into the weightest least median square (WLMS) state
estimation equation (Liu et al. 2015). However, this approach is limited to not coordi-
nated but single or randomly distributed alerts because the integration into the state
estimation influences the convergence of the state estimation. Since one assumption
for a WLMS state estimation is that measurement errors are randomly distributed,
coherent weighing factors in the network impact factor matrix can cause the state
estimation to not converge any more (Brand et al. 2020). Additionally, the multivari-
ated trust values need to be aggregated to a single trust probability and, therefore, the
multivariety of the trust cannot be preserved.

Another approach from Basciftci and Ozguner Basciftci and Ozguner (2012) is to
use a trust-sensitive particle filter for state estimation, calculating a univariate trust
value for each sensor based on the measurements. The authors propose a trust transi-
tion matrix consisting of probabilities, with which a sensor is trustworthy or untrust-
worthy under the condition that a second sensor is trustworthy or untrustworthy.
This matrix is then integrated into the particle filter (Basciftci and Ozguner 2012).
Therefore, the approach from Basciftci and Ozguner has the same drawbacks as the
one from Liu et al.

The approach, published in Brand et al. (2021) as preliminary work, aims at preserving
the multiple facets of trust. It utilises the inverse of the derivative of the system model
function from the WLMS state estimation. While the derivative can be interpreted as a
sensitivity function of the measurements to changes in the state variables, its inverse can
be interpreted as a sensitivity function of the state variables to changes in the measure-
ments, accordingly (Brand et al. 2021).
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urements z are utilised for weighing factors w;;s(x) for each combination of x; and z;

ok gf) )" of the state variables x regarding changes of the meas-
Eq. (4). An additional weighing factor w;;.(x) considers the respective measurement
residual ¢; relative to the maximum measurement residual ||e||« Eq. (5). The final trust
probability py, , of a simple trust value Z,,, for x; is then calculated using both weighing

factors for the combination of each measurement and x; and the given trust probability
Pz,y Eq. (6) (Brand et al. 2021).

Implementation

The implementation of ASSESS has the goal of fulfilling the requirements of timeliness,
interoperability, flexibility, and scalability. It is implemented in a framework for cus-
tomised data stream management system (DSMSs), Odysseus. DSMSs and Odysseus
are introduced in subsection Data Stream Management System: Odysseus. Subsection
Architecture describes the high-level architecture of ASSESS. Highlights of the imple-
mentation to reach the required timeliness, flexibility, and scalability are presented in
the subsections Timeliness and Flexibility and Scalability.

Data stream management system: Odysseus

Data stream management systems (DSMSs) are an enhancement of so-called streaming
systems. A streaming system is a system that processes data event-driven and in main
memory. It retains data only as long as absolutely necessary and processes data only
once (Stonebraker et al. 2005).

The measurements from the field are transmitted cyclically or spontaneously by active
data sources. Thus, the use of a streaming system with its event-based processing as the
technological basis for ASSESS facilitates the interoperability. In addition, both process
data and events from trust estimators should be processed as quickly as possible, i.e.,
event-driven, to ensure timeliness.

However, to enable more flexibility, DSMSs are suitable. A DSMS is a streaming sys-
tem extended with features of database management systems such as query manage-
ment, predefined operators, query optimisation and access control (Cugola and Margara
2012; Geisler 2013).

Data sources of DSMSs are thereby assumed to be not under the control of DSMS.
The data that an active data source sends is called a data stream. Here, a data stream
is a continuous, ordered, and potentially infinite sequence of volatile data stream ele-
ments (Golab and Ozsu 2003). The ordering is either explicit through timestamps in the
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Fig. 3 Components and data flow of ASSESS

incoming data stream elements or implicit by timestamps added to the incoming data
stream elements by the DSMS. Outputs from DSMSs are also data streams (Krdmer
2007).

The paradigm of data stream processing can be compared to that of databases. In data-
bases, data can be considered static compared to ad hoc queries. In DSMSs, on the con-
trary, data is volatile and queries are long-running. An example of this is the continuous
computation of the average temperature on a data stream from a temperature sensor
(Golab and Ozsu 2003). Unlike short-lived queries to a database management system,
queries to a DSMS are long-living. They are installed once and process volatile data
stream elements continuously.

Since not all elements can be stored persistently, their retention time in an DSMS is
limited. This can be done by, among other things, window operations (Arasu et al. 2002).

Odysseus (Odysseus 2023) is a a framework for customised DSMSs that allows the
creation of different DSMSs tailored to given use cases (Appelrath et al. 2012). Com-
pared to other DSMSs, e.g., Aurora (Hwang et al. 2005), Borealis (Ahmad et al. 2005),
OSIRIS-SE (Brettlecker et al. 2005), or Stormy (Merkli 2010), Odysseus is more flexible
and easier to extend. Therefore, Odysseus has been chosen to implement ASSESS.

Odysseus is based on the OSGi service platform, a dynamic plug-in based system
for Java. Besides plug-ins, another important concept in the OSGi service platform are
services. An OSGi service is a Java object that is created in a plug-in but is available
system-wide.

The basis for the flexibility of Odysseus are so-called points of variation. These points
of variation are OSGi services and, by integration of plug-ins, different implementations
of a service can be provided. The amount of so-called fix-points, i.e., structures with a
unique implementation, are kept at a minimum (Appelrath et al. 2012).

To easily connect different and also new types of data sources to Odysseus without the
need to change existing components, Odysseus uses a so-called access framework. This
framework decouples the handling of transport, protocol, and data format into different
services. With that, it is possible to simply add new service implementations, e.g., TCP/
IP for data transport.

Odysseus provides its own rule-based scripting language called Odysseus Script to let
the user decide at run-time which implementation to use for some points of variation
(Odysseus 2023). It allows the user to influence various points of variation in addition to
actually implementing a query. However, this is only possible if corresponding plug-ins
with different implementations of the service are included.
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Architecture
The high-level architecture of ASSESS in Odysseus is depicted in Figure Components
and data flow of ASSESS (see Fig. 3).

The initial topology / of the CPES is fed into a topology store. Measurements z from
the field pass an input transformation framework (ITF), which serves for transforming
various OT protocols into a common data scheme. It is based on the access framework
of Odysseus and is, therefore, flexible to handle different OT protocols and amounts of
data sources.

Topological changes Ak are sent to the topology store to update the topology and
measurements are forwarded to an anomaly detection framework (ADF). The ADF is a
flexible and extensible framework consisting of anomaly detectors, which use transfor-
mation functions to create simple trust values based on trust inputs ¢ from various trust
sources like, for example an IDS (cf. subsection Context-Sensitive and Multivariate Trust
Model in section Background). The anomaly detectors can retrieve / from the topology
store and ¢ from a trust store. They enhance z with simple trust values and the ADF com-
bines these simple trust values for each z to a multifaceted trust value.

The trust-enhanced measurements z' are forwarded to an anomaly sensitive state
estimation (ASSE), which performs a trust-sensitive state estimation as described in
subsection Trust-Sensitive State Estimation in section Background. The output are trust-
enhanced state variables x'.

Analogous to the ITF, an an output transformation framework (OTF) is capable of
transforming x’ into various protocols and publishing it, e.g., as messages according to
the standard IEC 60870-5-104-.

Timeliness

The timeliness requirement refers both to an immediate consideration of potentially
compromising events and, related, to an event-driven state estimation instead of a cycli-
cally performed one. The use of a DSMS tackles these requirements in general. However,
there are also challenges in DSMSs, three of which are particularly relevant to this work,
namely blocking operations, efficient creation of measurement sets for the state estima-
tion, and maintaining time semantics while considering contextual information like trust

inputs.

Blocking operations
The idea of a data stream processing is to process elements “on-the-fly” without block-
ing. However, some data stream operations are blocking, mostly to either establish or
preserve temporal order in a data stream. Processing based on this principle is called
in-order processing, and correspondingly, processing of data streams that are not neces-
sarily temporally ordered is called out-of-order processing. Furthermore, some window
operations are blocking. In ASSESS, the problem of blocking can occur as follows.
ASSESS receives measurements directly from the telecontrol system, e.g. from RTUs.
Accordingly, there is usually more than one data source, e.g., one per RTU, and the dif-
ferent data streams should be merged as early as possible to limit complexity. For in-
order processing, a union operator is suitable for merging but is blocking. The blocking
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duration depends on the lowest data rate of the input data streams, becomes problem-
atic in case of unexpected missing measurements, and may even be infinite if no more
measurements are received from a data source.

To solve this problem, it is analysed in the following where in-order processing is
required. The ADF handles each measured value individually. For the state estimation
in the ASSE, a set of measurements must be defined. However, this set of measurements
needs not be ordered in time in itself. In conclusion, in-order processing of the measure-
ments can be omitted. This makes it possible to use a so-called merge operator instead
of an union, which does not guarantee the temporal order but transfers elements from
different input data streams directly into the output data stream. Thus, blocking due to
in-order processing can be avoided.

Efficient creation of measurement sets

A measurement set as a set of data stream elements that should be processed together
can be defined by window operations in DSMSs (Golab and Ozsu 2003; Arasu et al.
2002). Time windows are suitable in principle and, concretely, tumbling time windows
processing each data stream element in exactly one window. However, a problem arises
when there are large time spans with no elements, since the time progress is measured
using the element timestamps. In addition, an adequate window size can only be deter-
mined with difficulty if the data stream does not flow smoothly, e.g., the data sources
have different data rates or measurements are transmitted spontaneously. The same
issue holds for element windows.

Atywin > Abpax V (Atwin > Atse N |mp| >= p - m) (7)

Therefore, a special window operation is proposed to efficiently create measurement sets
for the state estimation. Let At be the average time taken by the state estimation, where
Atg depends essentially on the system model /2 and the number of measurements. Thus,
there is no benefit in a smaller time span between the closing of two successive windows,
denoted as Atyi,. However, if Aty = At is chosen, it is possible that, depending on the
data sources, only measurements of a few metering points are in the window. Therefore,
it is recommended to choose an additional condition, namely, the amount of distinct
metering points p (in percentage), from which measurements should be present in the
window. If this combined condition is not fulfilled, a hard condition closes the window.
Here it is useful to define a maximum system time Aty for which the window should
be open. This can be based on, e.g., the data rates of the data sources. The full closing
condition for the window approach is presented in Eq. (7), with mp as the set of unique
metering points in the window and m the total amount of unique metering points.

Context information and time semantics

When enriching measurements with context information (e.g., trust inputs or system
models), time semantics must be taken into account, i.e., measurements should only be
enriched with context information if both are valid at the same time. A complicating
factor is that it cannot be defined for neither measurements nor context information
how long they are valid. Theoretically, the validity ends with a new measurement from
the same metering point or a new context information of the same type (e.g. a topology
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update). For such scenarios, Odysseus provides so-called context stores, which are lim-
ited buffer for data stream elements in main memory (Odysseus 2023). A qualifying fea-
ture of context stores is that, when a new element is saved, the last saved element is
updated in such a way that the end of its validity is set to the timestamp of the new
element. This results in an gapless, half-open validity interval in the context store with
exactly one piece of context information valid at each point in time (from the timestamp
of the first element on).

Flexibility and scalability

Since ASSESS is primarily concerned with the very complex and highly dynamic
research fields of CPESs, threats against them, and possible countermeasures, a certain
flexibility is required to develop ASSESS in a future-proof manner. Specifically, flexibility
in ASSESS refers to the support of various OT protocols, both diverse trust estimators
and inputs (cf. section Architecture), different state estimators and other algorithms.

In addition to flexibility, however, scalability is also required, since ASSESS must be
able to handle different power system sizes and numbers of trust estimators. Accord-
ingly, the challenge is to be able to adapt, replace and/or scale corresponding system
components as easily as possible.

In this context, Odysseus allows to combine queries located in different script files
(Odysseus 2023). In particular, the so-called sub-query operator is suitable for this pur-
pose. Sub-query operators hide nested query plans. The hidden sub-queries are normal
queries, i.e., installed and started together with the main query. The advantages of sub-
queries are on the one hand an improved overview due to multiple abstraction levels and
on the other hand a better interchangeability. The latter is achieved by the fact that dif-
ferent queries for the same (sub-) problem can be defined and exchanged simply by call-
ing a different sub-query. Sub-query operators thus represent a suitable tool to achieve
the required flexibility.

For scalability, Odysseus provides loop constructs (Odysseus 2023) that enable scaling
an operation or sub-query. The required number of, e.g., data sources for measurements
or trust estimators can thereby be outsourced using variables in configuration files.

ASSESS uses sub-queries or loop constructs at all points relevant to flexibility or scal-
ability, respectively. Sub-queries are used, e.g., in the ITF for translating the measure-
ments from the used OT protocol into a common data scheme or in the ASSE for the
state estimation component to enable interchangeability. Loop constructs are used, e.g.,
in the ITF for scaling the data sources for measurements.

Evaluation

The evaluation of ASSESS has the goal of, on the one hand, deriving assertions about the
correctness of the state estimation results and about the benefit of the multifaceted trust
values of the state variables. On the other hand, the evaluation shall demonstrate timeli-
ness, interoperability, flexibility, and scalability of ASSESS.

Table 1 lists all requirements to be evaluated and whether the evaluation is qualitative
or quantitative. “Correctness” in this context means that the state variables estimated
by ASSESS match those estimated by the same state estimator as used in ASSESS in a
stand-alone program. For an expressiveness of the multivariate trust values of the state



Brand et al. Energy Informatics 2023, 6(Suppl 1):19 Page 13 of 20

Table 1 An overview about the evaluated requirements

Acronym Requirement Type
Correctness The estimated state variables match those estimated by the state estimator Qualitative
without ASSESS

Expressiveness  The multivariate trust correlates with the deviation of the state variables from  Qualitative
their normal values without compromise

Timeliness The latency of ASSESS is of the same order of magnitude as the latency of the  Quantitative
integrated state estimator

Interoperability  ASSESS supports the standard IEC 60870-5-104 and is extensible to support Qualitative
other protocols

Flexibility ASSESS is adaptable for different power systems and trust estimators Qualitative
ASSESS can be customised for different OT protocols used Argumentative

Scalability ASSESS scales for different numbers of telecontrol connections and trust Qualitative
estimators

variables, two criteria apply. First, deviations of the state variables from the actual state
of the power system should be reflected. Second, scenarios should be considered in
which a state-of-the-art bad data detection does not detect bad data to show the added
value. The evaluation of whether the deviations of the state variables from the actual
state of the power system are reflected by the multivariate trust values is done by cor-
relation analysis.

Regarding the timeliness, it should be mentioned again that typically a state estima-
tion is performed as a cyclic process, e.g., every five minutes. An event-driven process,
as pursued in this work, is difficult to compare with such a cyclic process in terms of
timeliness. Therefore, the goal is that the time required by ASSESS should be of the same
order of magnitude as that of a comparable state estimation without trust estimation.
Latency in this context is defined as the time span between the arrival of a data stream
element and the provision of a result. The latency of ASSESS results from the arrival
of the last measurement in the ITF used in a measurement set and the provision of the
results in the OTF, while the latency of the integrated state estimator is defined by two
metering points, one directly before and one directly after it.

Flexibility and scalability can be shown by using different power systems with differ-
ent sizes as well as different trust estimators and numbers of them. Flexibility regarding
OT protocols is not explicitly evaluated, since in all scenarios the standard IEC 60870-5-
104 is used. However, for this work, the access framework of Odysseus was extended to
handle messages in that standard, which shows that Odysseus and thus also ASSESS are
extensible by protocol implementations.

The remainder of this section is structured as follows. The evaluated scenarios and the
overall evaluation setup are described in sections Scenarios and Setup, respectively. Sec-
tion Results then provides an overview of the results.

Scenarios

This section describes the scenarios implemented for the evaluation and their selection.
The motivation for considering different scenarios is to show that ASSESS satisfies the
requirements of flexibility and scalability. A morphological box is used as the methodol-
ogy for identifying potential scenarios and the variation points defining each scenario
are explained in the following.
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Table 2 An excerpt from the overview of all possible scenarios

Property Scenario 1 Scenario 2 Scenario 3
Power grid CIGRET12MV IEEE39HV IEEET18HV
Trust sources e IDS e [T monitoring e IDS

e [T monitoring

e history

To evaluate ASSESS in terms of scalability, power systems of different sizes (and thus
different numbers of data sources) are considered for the ITF: a reduced CIGRE medium
voltage distribution network with 12 instead of 15 buses (CIGRE12MV),? the IEEE
39-bus system (IEEE39HV),* and the IEEE 118-bus system (IEEE118HV).? In addition,
scalability is evaluated with respect to the number of trust sources with three different
trust sources available: an IDS, an IT monitoring tool, and a source of historical trust
values. These two variation points (power grids and trust sources) are also used to evalu-
ate the flexibility of ASSESS.

In total, 24 scenarios are possible with these variation points. For the evaluation of
ASSESS, three scenarios were selected, characterised by different power grids (and their

sizes) and numbers of trust estimators (cf. Table 2).

Setup

In the setup described below, each of the scenarios described in subsection Scenarios
was run ten times, each with a duration of five minutes. The number and duration are
a result of requirements for the latency measurements. While the latency does not have
a large variance in a relatively static setup as used in the evaluation, minor fluctuations
do occur due to the process management of the operating system. For this reason, ten
runs per scenario was considered sufficient. Since the main point within a scenario is to
feed ASSESS both without and with compromised measurements, but the system behav-
iour does not change with more or less state estimation runs with the same measure-
ments, an evaluation duration of five minutes is sufficient (the state estimation for the
IEEE118HYV takes roughly 20 seconds).

The power system measurements and trust inputs are provided by a co-simulation,
which will be described in the following paragraph. ASSESS and the co-simulation were
each installed in containers on different virtual machines. Containerisation enables plat-
form independence and the use of different virtual machines enables an exclusive use of
the resources of the corresponding machines. Most of the used transformation functions
for the trust inputs are the same as in Brand et al. (2020, 2021).

The co-simulation provides, on the one hand, power system measurements for the
state estimation and, on the other hand, trust inputs for the trust estimators. It should be
noted that in the context of this evaluation, only the outputs of trust estimators are sim-
ulated. For example, in a simulator, alarms of an IDS are simulated instead of simulating

3 https://pandapower.readthedocs.io/en/v2.1.0/networks/cigre.html
* https://icseg.iti.illinois.edu/ieee-39-bus-system/
> https://icseg.iti.illinois.edu/ieee-118-bus-system/
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the IDS itself or even using a real IDS. The reasons for this are the following. First, the
setup serves to reduce complexity in the co-simulation and to ensure reproducibility.
Second, the configuration of trust sources and trust estimators is not the focus of this
work. Third, feasibility was shown in a previous demonstration,® in which real trust
sources monitored the co-simulation (Brand et al. 2021).

All simulations are oriented to a common clock, which specifies a second-by-second
cycle. However, it is up to the simulators at what intervals they generate values. The
power system measurements are simulated every five seconds and the trust inputs
every second. Furthermore, the co-simulation of a scenario is always divided into two
phases: a so-called normal phase, in which neither compromises of the power system
measurements nor anomalies in the trust inputs are present, and a so-called abnormal
phase, in which, accordingly, the effects of a FDIA are reflected in the power system
measurements and anomalies in the trust inputs are present. The power system is simu-
lated steady state, which means that the simulated set of measurements is the same at
each instant within a phase. The same applies to the trust inputs, of which concretely
the following four can be simulated depending on the scenario: alarms of an IDS, the
current CPU and RAM utilisation of the simulated RTUs, and the number of running
system processes on the simulated RTUs. A normal phase simulates no IDS alarms,
normal CPU and RAM utilisation, and a normal number of system processes. On the
other hand, for simulated RTUs whose power system measurements are manipulated by
a FDIA, IDS alarms, increased CPU and RAM utilisation, and a number of system pro-
cesses increased by one are simulated in the abnormal phase. It should be noted again
that the goal is to evaluate how ASSESS behaves with such inputs.

The described co-simulation was implemented in Odysseus. The power system meas-
urements are sent out by Odysseus per RTU as messages according to the IEC 60,870-
5-104 standard, assuming one RTU per bus. For example, the CIGRE12MV results in
a number of twelve data sources of power system measurements for ASSESS. The trust
inputs are sent out in CSV format over TCP, with one communication link per trust
source, i.e., one for the IDS and one for the IT monitoring tool.

Results

By using ASSESS in the different scenarios described in subsection Scenarios, it was
possible to demonstrate the fulfilment of interoperability, flexibility, and scalability. The
“correctness’, i.e., the correspondence of the state variables estimated by ASSESS with
those estimated by the state estimator as a stand-alone program, was verified for all sce-
narios during the evaluation and is given. In the following, the results on the expressive-
ness and timeliness are presented.

Expressiveness

The question of whether the trust-sensitive state estimation has a certain expressiveness
or benefit includes two requirements. First, deviations of the state variables from the
actual state of the power system should be reflected in the trust values. Second, these

© Video of the demonstration: https://youtu.be/3hwi49sfllQ
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Fig. 4 Evaluation of the expressiveness of a trust-sensitive state estimation. a Scenario 1 (CIGRE12MV): The
maximum distance of a state variable from its expected normal value, aggregated over all state variables, in
blue. The minimum trust in a state variable, aggregated over all trust estimators and state variables, plotted
in red. b Scenario 2 (IEEE39HV): The maximum distance of a state variable from its expected normal value,
aggregated over all state variables, in blue. The minimum trust in a state variable, aggregated over all trust
estimators and state variables, plotted in red. ¢ Scenario 3 (IEEET18HV): The maximum distance of a state
variable from its expected normal value, aggregated over all state variables, in blue. The minimum trust

in a state variable, aggregated over all trust estimators and state variables, in red. d Pearson’s correlation
coefficients as box-plots per scenario (12 busbars: CIGRET12MV, 39: IEEE39HV, 118: I[EEET18HV). The correlation
coefficients of all combinations of state variable and trust estimator are included in the box-plots

should be compromises in which a state-of-the-art bad data detection does not detect
bad data. The latter is given by the design of the FIDIAs for the different scenarios.

The description of the algorithm is out of scope of this paper, however, it is assured
that without the compromised measurements observability is not given any more.

The evaluation of whether the deviations of the state variables from the actual state of
the power system are reflected by the multivariate trust values is performed by Pearson’s
correlation analysis. The correlation of the following two functions is analysed. The first
function represents the deviation of a state variable from its expected value over time,
where the expected value is the one obtained from a state estimation with normal, not
compromised measurements. The second function is the trust in the state variable esti-
mated by a trust estimator over time.

Qualitatively, this is shown in Fig. 4a to c. The x-axis is defined by the state estimation
result sets over time. In blue, the maximum distance of a state variable from its expected
value, aggregated over all state variables is shown. The red curve shows the minimum
trust in a state variables, aggregated over all trust estimators and state variables. These
figures already show that the two functions are correlated, which is equivalent to the fact
that the trust in the state variables allows a qualitative statement about whether they
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Fig. 5 The latency (absolute and relative) in histograms, broken down by the most essential components of
ASSESS

are compromised. This is supported by the calculated Pearson correlation coefficients,
which are shown as box-plots in Fig. 4d. The correlation coefficients of all combinations
of state variable and trust estimator are included in the box-plots. Pearson’s correlation
coefficients are defined for the interval [—1, 1], where O corresponds to uncorrelatedness
and £1 corresponds to strong positive and negative correlation, respectively. Figure 4d
shows a strong negative correlation between the distance of a state variable from its
expected value and the trust in it for the experiments performed. This means that com-
promisedness of a state variable is associated with decreased trust in it. Thus, it could be
shown that the trust-sensitive state estimation is beneficial with respect to the compro-
misedness of state variables.

Timeliness

The timeliness requirement is that the latency of ASSESS shall be of the same order of
magnitude as that of the integrated state estimator. The latency is thereby measured in
ASSESS as follows. When a new data stream element arrives or is created, the current
system time is appended to it as the starting point for the latency. In addition, special
Odysseus operators are integrated into the queries, which, when a data stream element
passes them, append the current system time to it. In addition, the operators can define
different metering points, so that the set system times are each assigned to a metering
point. An example of such a measuring point in ASSESS is “ITF’, under which the sys-
tem time is stored at which a data stream element has left the ITF. From the difference
between system times of different metering points (e.g., ADF and ITF) the latency for
the intermediate processing is calculated accordingly.

Figure 5 shows the latency of ASSESS as stacked histograms, broken down by the
components of ASSESS. Figure 5a shows the absolute latency in seconds and Fig. 5b the
relative latency in percentages. Figure 5a shows a clear increase in latency across the
scenarios, which is due to the size of the power grid considered in each case. An increase
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Table 3 The latency (absolute and relative), broken down by the most essential components of

ASSESS

Scenario 1 Scenario 2 Scenario 3

[s] [%] [s] [%] [s] [%]
ITF 0.0 2.384 0.001 0.105 0.001 0.003
ADF 0.0 0.568 0.0 0018 0.0 0.0
ASSE Rest 0.005 4116 0.004 0403 0.008 0.024
State Estimation 0.037 71.99 0.741 83.387 27.808 86431
Trust Estimation 0.011 19.671 0.142 15.95 4321 13.528
OTF 0.001 1.256 0.001 0.137 0.004 0.014
total 0.054 100.0 0.888 100.0 32.142 100.0

in the size of the power grid is accompanied by a significantly higher latency of the
state estimator (red bars), a higher latency of the trust estimation for the state variables
(purple bars), and no visible latency change for the other components. It can be seen
in Fig. 5b that the latency of the state estimator accounts for well over 50% of the total
latency in all scenarios. The exact absolute and relative latency can be found in Table 3.

Conclusion

Facing various challenges regarding the integrity, correctness, and availability of process
data in CPES, this paper proposes trust as a holistic term and its assessment as a holis-
tic model to describe the quality of process data. The paper deals, therefore, with the
research question, how multivariate trust in physical measurements in a CPES can be
modelled, estimated, and integrated into situational awareness.

Anomaly sensitive state estimation with streaming systems (ASSESS) as a proposed
framework implements a context-sensitive and multivariate trust model and a trust sen-
sitive state estimation. While these two artefacts are already published, the focus of this
paper is on the implementation of ASSESS and the fulfilment of the requirements for
timeliness, interoperability, flexibility, and scalability.

The technological basis for ASSESS is Odysseus, a framework for DSMSs. The use of
Odysseus enables an event-driven processing and the required flexibility and scalabil-
ity. Power system measurements, transmitted in OT protocols are interpreted, enriched
with multivariate trust values, and build the input for a ASSE. The ASSE performs a state
estimation and estimates the multivariate trust in each state variable based on the multi-
variate trust in the input measurements.

The evaluation shows, first, that the multivariate trust in the state variables correlate
with the deviation of the state variables from their normal value without compromise.
Second, the latency of ASSESS, as a measure for timeliness, is of the same order of mag-
nitude as the latency of the state estimator. Third, interoperability, flexibility, and scala-
bility are demonstrated by evaluating different scenarios with different power grid sizes.

However, the expressiveness of multivariate trust values depends to a certain extent on
the quality of the trust estimators used. A limitation of this work is the use of very simple
trust estimators. The research and development of more elaborated trust estimators or
transformation functions is accordingly an aspect for future work. Furthermore, false
alarms were not considered or even simulated in the evaluation carried out. However,
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the handling of false alarms in the trust inputs can certainly be a quality criterion for
trust estimators. Also, the trust estimators implemented in this work only contribute to
functional correctness, security and credibility.
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